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Principal risks and uncertainties continued
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Operational risks

Risk 2015 activities 2016 plans

Testing failure: We seek to minimise the risk of a breakdown in our student marking ~ Cross-Pearson team formed to
systems with the use of robust quality assurance procedures and establish standards for testing

A control breakdown or X . ; . ) )

I controls and oversight of contract performance, combined with risk factors, identify any gaps

school assessment.and our investment in technology, project management and skills against standards and
development of our people, including software security controls, implementimprovements.

qualifications businesses
could resultin financial
loss and reputational

system monitoring, pre-deployment testing, change controls and
the use of root cause analysis procedures to learn from incidents
and prevent recurrence.

damage.
In addition to the internal business procedures and controls
implemented to ensure we successfully deliver on our contractual
commitments, we also seek to develop and maintain good
relationships with our customers to minimise risks.
Safety and security: The health and safety policy was updated and released in 2015. The key health and safety focus
. . Management review processes have been established with will be on executing a three-year
Risk to safety and security . o ; . .
X . key leadership groups and incident data is collected every strategy. We continue to improve
due to increasing local . h ;
six months globally. risk assessmentin the due

and global threats. . ;
g diligence process with mergers

and acquisitions, as well as in our
existing and future operations.
Ongoing engagement with
Pearson leadership ensures that
health and safety is integrated into
business agendas.

Animplementation plan has been developed, with the objective
of delivering a pragmatic corporate security function which
supports our learners and employees within a safe and secure
learning and working environment.

Security activity will be prioritised
based upon an assessment of risk,
which is constantly evaluated.

Customer facing Effective project management disciplines are in place to ensurethat 2016 will focus on the next tier of
systems: enhancements and new products meet the required standards. priority products and fully
Real-time monitoring and reporting of operational performance embedding the quality initiative in

Failure to maintain and

. are used to identify any issues and direct appropriate responses. business as usual. Plans include
support customer facing

more thorough testing, easier

services, systems, and The Quality Task Force, established in 2014 to improve customers’ ;
; , . . . onboarding and greater access to
platforms, including back-to-school experience, is now part of business as usual. In 2015, . .
. o — ; R . . self-service, plus more proactive
addressing quality issues  this initiative delivered significant improvements with fewer P
; . . . . monitoring and further upgrades
and execution on time incidents overall, less unplanned downtime, faster resolution of ;
A . . . . to the network and security.
of new products and issues, better protection against denial of service attacks. R
Other longer-term initiatives are
enhancements. .
underway to further improve the
customer experience.
Safeguarding and We continue to take safeguarding as a fundamental obligation and Activities will focus on continuing to
protection: high priority. address risk in the direct delivery
. . . . . businesses, with a focus on those
Failure to adequately Thereisincreased understanding and reporting of safeguarding e X =
; . . ? . in less regulated countries. The
protect children and concerns in many of the countries where we deliver services. . . ;
. implementation of a safeguarding
learners, particularly . e s , . o
e diem ey, See page 61 in the ‘Social impact’ section for more on our self assessment tool and incident
businesses relationships with learners and customers. reporting system will assistin
’ developing metrics.
Business continuity Previously reported as a component of other risks, thisis now being ~ The new business continuity policy
(new risk): reported as a separate risk to provide greater clarity. will be implemented in 2016,
. . ) - . . including additional tools and
Failure to have plansin Pearson’s business continuity policy has been refreshed in 2015, s
. o - software to support a standard
place or plans are not identifying our exposure and risk as they relate to key products, .
. - . N . . global approach to business
properly executed. sites, services and supply chain. This will be implemented in 2016.

- continuity planning.
Crisis managementand yP g

technology disaster
recovery plans may
not be comprehensive.

Technology incidents are dealt with reactively and proactive
closure of known disaster recovery gaps is prioritised based
upon the importance of products and systems. An annual
disaster recovery schedule is in place for testing data centres.

The new crisis management
framework will be embedded
through testing and scenarios.
The resilience of technology
platforms and systems will be
further reviewed and improved.
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Principal risks and uncertainties continued

Financial risks

Risk

2015 activities

2016 plans

Tax:

Risk that changes in tax
law or perceptions on
tax planning strategies
lead to higher effective
tax rate or negative
reputational impact.

Our tax strategy reflects our business strategy and the locations and
financing needs of our operations. In common with many companies,
we seek to manage our tax affairs to protect value for our shareholders,
in line with our broader fiduciary duties. We are committed to complying
with all statutory obligations, to undertake full disclosure to tax
authorities and to follow agreed policies and procedures with regard

to tax planning and strategy.

Oversight of tax strategy is within the remit of the audit committee,
which receives a report on this topic at least once a year. All of the
audit committee members are independent non-executive directors.
The chieffinancial officer is responsible for tax strategy; the conduct
of our tax affairs and the management of tax risk are delegated to a
global team of tax professionals.

See page 145 for details of tax accounting policy.

There is now known legislative
change in the UK on tax reporting
requirementsin 2016 and almost
certain change on tax treatment
of financing structures. A change
to US legislation is possible.

Work has been performed to
prepare systems for the increased
tax disclosure requirements
relating to country by country
reporting.

Treasury (new risk):

Inability to mitigate
treasury financial risks,
including the failure

to secure adequate
committed funding,
the failure to manage
exposures to financial
counterparties and

the failure to manage
exposures to market risk
such asinterestand
foreign exchange rates.

The treasury risk is now being reported as a principal risk due
to currency and financial market volatility, as well as the recent
changes to our credit rating.

Our approach to the mitigation of treasury financial risk, including
funding risk, financial counterparty risk and exposures to interest
and foreign exchange rates is covered in more detail in note 19,
starting on page 181.

In 2016, we will continue to operate
in line with our treasury policy.
More on this can be found in

note 19, starting on page 181.

Legal and compliance risks

Risk

2015 activities

2016 plans

Data privacy and
information security:

®

Risk of a data privacy
incident or other failure
to comply with data
privacy regulations and
standards; and/or a
weakness in information
security, including a
failure to prevent or
detect a malicious attack
on our systems, could
resultin a major data
privacy breach causing
reputational damage
and financial loss.

Data privacy: A data privacy office has been established and a 2015-
2016 data privacy strategy developed. The implementation of the
strategy is overseen by the data privacy governance board which
has operated throughout 2015. We test and re-evaluate our data
security procedures and controls across all our businesses with the
aim of ensuring personal data is secured, and we seek to comply
with relevant legislation and contractual requirements. We regularly
monitor regulation changes to assess the impact on existing
processes and programmes. The data privacy office is working with
those limited parts of the business affected by the Safe Harbor
decision to transfer them to model contract clauses.

Annual training on data security and privacy was introduced in 2015 for
allemployees. In addition, all Pearson staff who deal with US student
data are required to take educational data protection training.

Information security: Pearson has an established global security
organisational model; and standard-based information security
controls and practices. Security policies have all been updated in
2015. We have established a global security operations centre that
provides ongoing monitoring of potential malicious attacks on our
infrastructure and systems.

The data privacy and information
security improvement
programmes will continue
through 2016 into 2017 and will
implement critical processes to
drive best practices.
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