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At Pearson, we recognize that our Educational Partners, Students and Customers are 
increasingly concerned with security, privacy, and the reliable availability of online learning 
applications. The following information can be shared with Pearson customers, 
potential customers and 3rd party partners. 

 
Pearson is committed to the security and availability of our online learning applications. 
Pearson maintains state-of-the-art technological practices and hosting equipment that meet 
or exceed the needs for today’s mission critical applications. The protection of sensitive 
data, whether Pearson’s or that of our Educational Partners and Students is an important 
part of our core operating values. 
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1. Introduction 
This document describes the control environment and security practices for Pearson Higher 
Education online learning systems. It provides an overview of basic security information 
without supplying details that could compromise the security of the Pearson operating 
environment. 

● Reviews and updates – This document is periodically reviewed and updated to reflect the 
current security practices for Pearson online learning  applications. 

 
2. Organizational Security 
Pearson has implemented a global security organization with the following key roles: 

● Chief Information Security Officer 
● Business Information Security Officers 
● Regional Information Security Officers 
● Chief Information Privacy Officer 
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● Data Security and Privacy Boards Governance - the data security and privacy board 
mission is to establish Pearson as an ethical leader in security and privacy by setting global 
governance policies and standards that enable Pearson business strategy, manage risk, and 
respect and protect the privacy of the individuals that Pearson serves in alignment with all 
compliance requirements, relevant and applicable policies and laws. 

● Security Engineering – the security engineering team designs and maintains security 
infrastructure and services for Pearson's global infrastructure and IT platforms. 

● Application Security - is responsible for the security of Pearson learning management 
applications. The team provides regular security reviews of Pearson products, conducts 
training and provides guidance on industry leading practices for developing secure 
applications and integrates security principles for Pearson's secure development life cycle 
program. 

● Security Operations Center - the 24x7 SOC monitors and responds to security incidents. 
 

3. Security Policies 
Pearson leverages the Information Security 27002 (ISO 27002) standard as a foundation for 
building our global security policies and standards. 

● Information Security Policies and Standards - addresses all areas of data security 
including, but not limited to, personnel security, physical security, computer and network 
management, and access control. To reduce the risk of compromise to Pearson hosting and 
other systems, the contents of these policies are not disclosed publicly. Information Security 
Policies are reviewed and updated at least on an annual basis with ratification by the Chief 
Information Officer, Chief Technology Officers, Security and Privacy Officers. 

 
4. Personnel Security 

● Pearson Code of Conduct - Annually every Pearson employee is required to read and 
certify their acceptance of the Pearson Code of Conduct which establishes high levels of 
ethics for Pearson staff 
Pearson’s Code of Business Conduct policy reflects the company’s commitment to ensuring 
that its employees and service providers understand the criteria and importance of acting in   
a professionally responsible  manner. 

● Acceptable Use Policy - Annually every Pearson employee is required to read and certify 
their acceptance of the Pearson Code of Conduct which establishes acceptable use of 
Pearson assets 

● Background checks - Pearson’s talented engineers and support staff are the foundation of 
our company. Pearson utilizes a third-party service to conduct background checks before 
being hired, including criminal, education, and reference checks covering the previous 
seven years. 

● Management of employee and service provider access to company data and assets 
– Pearson has a formal process used to assign, restrict, or remove employee access to data 
and/or all company-owned assets due to relocation's, status changes, new hires, and 
terminations. 

● Unique login credentials – Each Pearson employee or individual employed by a Pearson 
authorized service provider has their own unique login name and password for accessing 
Pearson managed systems. 

● Role Based Access - access to Pearson systems is controlled by a multi-tier user rights 
management system. Pearson limits user information access to customer support and 
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system maintenance personnel on a need-to-know basis for the purpose of performing 
required business functions. 

● Employee training for handling sensitive information - Pearson offers Information 
Security Awareness and Data Privacy training to ensure staff members understand their 
responsibilities when handling sensitive information. 

 
5. Security Training 
Pearson staff receives training regarding information security and business ethics and at 
time of hire and ongoing through their employment with Pearson. Additionally, Pearson's 
Information Security team reinforces information security best practices through memos 
and intranet postings and security awareness sessions with staff on site. Additional 
security training is provided to Pearson's developer community via in person sessions, 
webinars and online courses. 

 
6. Data Center Security 
Pearson utilizes state-of-the-art facilities provided by data center providers in multiple 
locations for housing and securing its application servers. 

● Internet Data Centers – Pearson contracts with Internet data center service providers for 
physical hosting of our online learning application infrastructure. These service providers 
are required to comply with or exceed Pearson standards regarding information security, 
including Pearson's standard non-disclosure requirements. 

● Equipment Housing at Data Centers - All systems are housed within locked cages or 
wholly dedicated and controlled areas within the hosting facilities. These facilities provide a 
secure and reliable infrastructure for highly available applications used worldwide. The 
highest quality equipment, practices, and staff are employed to ensure performance, 
reliability, and security. 

● Control of Physical Access at Data Centers - Physical access to the cage areas is limited to 
individuals on the approved access control list. Such individuals must present photo 
identification to guards that are stationed 24/7. Specified Pearson personnel or authorized 
Pearson service providers maintain physical access authority at all times. Standing access to 
Pearson systems is restricted to employees of Pearson with a ‘need to access’. 

 
7. Networking and Communications Security 
All network traffic between clients and Pearson Education systems is via the Internet. 
Pearson Education applications are web browser based and rely on HTTPs traffic. Non- 
HTTPs traffic consists of limited browser plug-ins and streaming media (audio and video) 
delivered by a commercially distributed content delivery network. 

 
● Secure Socket Layer (SSL/TLS) – All Pearson Education applications with SSL/TLS for 

public use rely on Certificate of Authority (CA) signed certificates. Self-signed certificates 
are not used. SSL encryption is by 128-bit cipher or higher. 

● Firewalls and Switching and Routing Equipment - All Pearson Education systems reside 
behind redundant enterprise class firewalls. Pearson Education deploys all firewalls using 
approved configuration standards, which are tested, monitored and reviewed annually at a 
minimum. As a critical component of the company’s integrated security strategy, Pearson 
deploys enterprise-grade commercial switching and routing equipment that meets and 
exceeds industry standards as set by the Federal Information Processing Standards (FIPS), 
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Internet Computer Security Association (ICSA), and Common Criteria certifications. The 
internal network topology is obscured by Network Address Translation (NAT). Services are 
presented publicly by virtual IP addresses (VIPs). 

● Intrusion Detection - Ingress links from the Internet are monitored by Intrusion Detection 
Service which feeds traffic data to event monitoring and correlation platforms which are 
designed to detect anomalous traffic. 

● Administrative connectivity – Administrative connectivity to individual servers is strictly 
limited to people on a ‘need to access’ basis. There is no wireless connectivity present in the 
data centers. 

● Pearson hardens all systems deployed from initial bare metal installations. Default 
operating system installations are not used by Pearson Learning Technologies systems. 
Pearson Learning Technologies employs operating systems installations that have all 
unnecessary services removed or disabled, appropriate routing configuration predefined 
and the latest supported patch levels configured. 

● Non-disclosure of Pearson Education operating system or software version levels 
– Pearson does not disclose this information since it could be used to identify potential 
vulnerabilities or possible attack vectors. Further, Pearson Learning Technologies does not 
disclose the configuration of its web servers, applications or databases, since such 
disclosure could reveal internal network topology, specific servers or services running on 
specific ports, which could be used to aid in designing or executing an attack. 

● User authentication – Authentication/authorization to Pearson Education web 
applications is handled prior to any access to the eCollege system. Security architecture is 
reviewed by a team of systems architects and application software architects. Code reviews 
are executed as standard practice within the development of web applications. 

● Backups and copies of data – Backups of application content and user data are made 
nightly. Full backups are handled on a scheduled basis. On a regular basis, copies of these 
backups are encrypted using industry-standard software and sent offsite to a secure third- 
party site for storage. 

 
8. Vulnerability Scans 
Pearson has a single, global vulnerability scanning and management program for its entire 
server/hosting estate. Coverage includes co-located and cloud-based servers, as well as all 
of the data centers managed directly by Pearson. Scanning is executed on an ongoing 
periodic basis for all servers/networks in scope, with critical applications and services are 
scanned more frequently depending upon the severity and necessity. 

 
Vulnerabilities discovered as part of Pearson vulnerability management program are 
assessed, collated and presented to individual application and system owners for 
remediation. Pearson then tracks the risk represented by vulnerabilities, and identifies 
where remediation requires additional attention or escalation through a Risk Exception 
process. 

 
When highly critical vulnerabilities are released, or threats are assessed as being high 
priority, Pearson executes a global remediation plan independent of vulnerability scanning 
to ensure the gap between vulnerability and closure is as small as possible. 

 
● Pearson does not authorize customers to perform vulnerability scans or penetration scans 

against Pearson products which are shared with other customers. 
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● Pearson may share the results of our security assessments with our customers 
● We will provide high level summaries via email under NDA. 
● We will share actual vulnerability data on site and in person. 

 
9. Security Patch Management 
Pearson has established a OS layer security patching program which includes 

● a Global Threat Monitoring team which monitors vendor and security advisories and raises 
alerts to internal teams when a security vulnerability has been published which may affect 
our infrastructure. 

● a Vulnerability Scanning program to ensure patch intelligence is provided to security and 
infrastructure teams. 

● risk based prioritization and reporting mechanism. 
Generally non-critical security patches are deployed quarterly to allow for sufficient 
planning and testing. Patches are rolled out to development, staging and then production 
environments. An out of band emergency patch management process is utilized for when 
security patches require expeditious deployment due to risk. 

 
10. Third Party and Vendor Information Security Management 
Pearson has an extremely robust Vendor Information Security Management Program which 
includes pre-contractual discussion, the requirement for the vendor to agree to an 
exhaustive set of security requirements, and ongoing audits and contract reviews. 

 
11. Secure Development Lifecycle 
Pearson's Application Security team manages Pearson's secure development lifecycle 
processes and includes a number of components: 

● Security training for developers. Security training is provided to Pearson's developer 
community via in person sessions, webinars and online courses. 

● Security scanning of static code. Pearson utilizes static code vulnerability scanning tools 
such as Veracode to scan code repositories, report and risk rank security vulnerabilities and 
advise developers and mitigation techniques. 

● Dynamic web application vulnerability. Pearson utilizes dynamic web application security 
vulnerability scanning tools such as IBM AppScan and WhiteHat to continuously scan web 
applications, detect, report and risk rank security  vulnerabilities. 

 
12. Monitoring 
Pearson Education and our security partners actively researches potential vulnerabilities 
worldwide and incorporate this intelligence into its ongoing application monitoring. 

● System monitoring – Server monitoring is performed at both the operating system level 
and the application delivery level using network, host, and service monitoring systems. 

● Operating system level monitors include CPU, disk, network and ping health checks. 
● Application-specific tests are developed to test individual elements of the application 

delivery stack, such as database connectivity and application web tiers. 
● Metrics such as inbound and outbound network usage, CPU, disk consumption, and I/O are 

monitored and viewable in real time. 
● Auditing is enabled for standard system functions such as user authentication and activity 

on all Pearson Learning Technology platforms. 
● Dedicated Operations Support team (Ops) – The Operations Support team is staffed 24/7 

and receives any alerts from ongoing operating system and service-level monitors. Ops is 
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responsible for 24/7 response to service delivery interruptions or critical system and 
security events. Clearly defined resolution and escalation paths are defined for all systems. 

● Security Monitoring - Pearson employs intrusion detection systems (IDS), web application 
firewalls (WAF), and Security Incident and Event Management (SIEM) systems to monitor 
for security incidents. 

● Logging - Pearson Education systems implement the appropriate level of logging at the 
application, web server, and database, and operating system  layers. 

 
13. Maintenance and Change Management 
Pearson is committed to delivering industry-leading, reliable learning platforms. Pearson's 
policy regarding maintenance activity is to make this changes with as little impact as 
possible. 

 

● Maintenance Schedule – Most Pearson platforms have approximately six scheduled 
maintenance events during the year. These scheduled maintenance windows take place 
early morning on Saturdays.  

● Maintenance Notification - For Learning Management Platforms, maintenance schedules are 
defined before the school year begins. For content platforms notice is given at least a 
week in advance. 

 
14. Information Security Incident Management 
The Pearson Security Operations Center (SOC) response team consist of members of the 
Security and Business Continuity Team, and members of the Legal and HR departments. 
Depending on the severity of the Incident Pearson Education also maintains a retainer with 
ATE consisting of predefined SLAs and the availability of certified incident handlers. The 
team is capable of rapid deployment for triage, remediation, and forensic analysis of 
security breaches. 

● Security Incident Response Plan – Pearson Education follows an incident response plan 
that defines roles and responsibilities, incident security levels, and specific steps to be 
followed in each phase of a response effort. The Pearson Learning Technologies plan 
includes: 

● Identification and classification of a problem when it occurs. 
● Containment of a problem. 
● Eradication of the problem, communication procedures in working with affected parties, 

and a return to normal operating standards. 
● Recovery from the incident and follow-up analysis. 
● Disabling of User Access to Applications – Pearson applications can be disabled 

administratively in the event of security or performance issues. Access can be 
administratively prohibited at the firewall for any or all inbound or outbound traffic and for 
specific IP address destinations. The authorization/authentication system can be 
administratively configured to disable registration. 

● Customer Notification - Pearson believes in transparency with our customers and timely 
communications of security incidents. Pearson will inform the customer if we receive a 
warrant or subpoena specific to the university or its users data unless we are prohibited 
from doing so. 
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15. Customer Account Creation and Data Management 
Pearson Learning Technologies uses a number of methods to ensure the creation of unique, 
secure customer accounts. Educational Partners managing their students’ accounts can 
update account information through secure channels. Pearson’s internal security policies  
and published privacy policies and license agreements govern customer data usage and 
disclosure. 

 
● Customer Responsibilities and Compliance - It is important to note that the scope of data 

protection is also partly within the control of Pearson’s customers. Customers may restrict 
or grant access to information by certain parties through the options available on our online 
learning applications. We advise all customers of our Internet-based products of their 
obligation to ensure that confidential information remains secure by taking steps such as 
using strong passwords, changing passwords frequently, and refraining from sharing 
passwords with others. 

 
16. Credit Card Transaction Processing – Pearson Learning Management Systems do not 
manage or process credit card transactions. All such transactions are facilitated by a 
Pearson managed credit card processing platform that specializes in credit card handling. 

 
How are payments processed? 
Students who elect to pay for courses/materials with a credit card are redirected to 
Pearson's common internal payment environment. Pearson only accepts card-not-present 
e-commerce transactions and the submission channel is encrypted with appropriate 
SSL/TLS configurations, as required by PCI DSS. Payment card transactions are 
processed/settled through a PCI DSS compliant payment processor and Pearson's merchant 
bank. 

 
17. Backups and Data Destruction 

● Backups - All Pearson Learning Technology Learning Management Systems are backed up 
to encrypted (AES256) backup media which are stored offsite in secure third party storage 
facilities. 

● Data Destruction - When a storage device has reached the end of its useful life, Pearson 
procedures include a decommissioning process designed to prevent customer data from 
being exposed to unauthorized individuals. Pearson or its authorized vendor will utilize the 
techniques detailed in DoD 5220.22-M (“National Industrial Security Program Operating 
Manual“) or NIST 800-88 (“Guidelines for Media Sanitization”) to destroy data as part of the 
decommissioning process. If a hardware device is unable to be decommissioned using these 
procedures, the device will be degaussed or physically destroyed in accordance with 
industry-standard practices. 

 
18. Business Continuity Planning 
The Pearson Disaster Recovery Plan encompasses specific Pearson assets requiring 
protection measures and contingency plans. The purpose is to maintain business continuity 
and prevent loss of revenue in the event of downtime or catastrophic failure, particularly 
with regard to the systems used for production. The plan employs the following measures 
and procedures: 
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● Backup and Recovery Procedures 
Backup and restore practices help to ensure that data developed and stored on production 
systems can be recovered in the event of loss. Pearson currently uses a master backup 
system that is spread over several separate data centers, which enables Pearson to use 
multiple backup strategies to protect client data (backup to disk, tapes, data de-duplication, 
etc.). Tape backups of all course content are performed daily, weekly, and monthly via a 
periodically audited backup schedule. Test restores are also performed periodically to 
ensure that backups are successfully occurring. Data retrieval time frames are based on the 
amount of data to be restored and the level of difficulty. Lastly, all tape libraries (and, 
correspondingly, all backups) use hardware encryption to protect the data in case of loss or 
theft. 

 
● Environmental Controls 

Pearson currently operates in three separate data centers in Colorado: two production 
facilities collocated with ViaWest in Aurora and Centennial, Colorado, and a corporate/pre- 
production data center in the Corporate Offices in Centennial, Colorado as well as three data 
centers in Waltham, Massachusetts. The primary production data centers have UPS, air 
conditioning units, and diesel generators that are capable of powering the facilities 
indefinitely. Primary Internet access is provided to the data centers over redundant links to 
five separate Tier 1 providers. 

 
In the collocated primary production data centers, Web services are provided by redundant 
Web and application farms based on physical and virtual technologies. The production 
database core is based on multiple N+ 1 clusters of large scale servers attached to  
production class HP, NetAPP and EMC SANs. The consolidated course content storage is 
provided by three tiers of Network Appliance filers. From the network perspective, Pearson 
has a full GigE network to the independent server level with redundant firewalls, load 
balancers, and core switches, as well as system-based NIC teaming, to provide highly 
redundant and scalable network   architecture. 

 
● System Redundancy / Hot Spares 

With regard to its production environment, Pearson is prepared to respond to the following 
disaster scenarios: 

 
● Course Content Redundancy 

Full data synchronization between the production Tier 1 and Tier 2 storage arrays and the 
disaster recovery Tier 1 and 2 systems occurs once an hour. Individual volumes on all 
storage tiers are configured-to use "snapshots' that are a copy of the data-on the volume -at 
a specific point in-time. The volume "snapshots" are created once every 4 hours for 24 
hours, every night at midnight for a week, and every Sunday at midnight for a month. These 
snapshots allow Pearson engineers to store individual course content as needed (such as in 
the case of accidental deletion). In the event of a full production filer failure, the production 
Web servers can be easily redirected to the disaster recovery systems due to the use of a 
virtualized name space. 
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● Database Redundancy 
Similar to the filer backup, the production database N+ 1 clusters replicate all changes to the 
disaster recovery databases on an hourly basis. Failover to individual databases or an entire 
cluster can be accomplished also through the use of a virtual name space. 

 
● Server Redundancy 

The use of multiple nodes/Web farms, active-active, active-passive, and manual failover is 
common in production. Individual machines also use redundant disk/power/cooling and 
are actively monitored by multiple software platforms. 

 
● Service/maintenance contracts 

Company assets are covered by maintenance contracts to ensure continuity of service. Time 
limits for recovery of critical elements have been defined. Service contracts for critical 
elements comply with defined time limits. 

 
● Personnel 

Pearson maintains 24/7/365 monitored Network Operations Center (NOC) with multiple 
tiers of support with a minimum of two personnel assigned for every key role (networking, 
storage, security, etc.) and succession plans for primary management roles. This philosophy 
is reflected in Pearson processes and procedures including escalation and emergency 
scenario response. The Tier 1 personnel include the 24/7 Technical Support team who   
work 24/7/365 and have both local and remote support capability. Tier 2 personnel 
(Operations Support) are members of the IT team that have full access to production and 
who work directly with 24/7 Technical Support personnel as the first tier of escalation and 
are staffed 24/7/365. Tier 3 personnel are members of the senior engineering team and 
incident response managers who follow an on-call phone rotation and are available  
24/7/365 for all escalation and emergency issues. In addition to having Pearson personnel 
on-site at the primary production data center, Pearson also has direct access to senior 
ViaWest/Savvis NOC personnel, senior ViaWest/Savvis engineering staff, and all levels of 
ViaWest/Savvis senior management staff   24/7/365. 

 
Pearson’s (DR) Plan contains the processes, policies and procedures needed to restore key 
platforms after a disaster has been declared. This includes regaining access to data (records, 
hardware, software, etc.) and data communications. Pearson has carefully considered the 
situations where execution of the plan may be necessary and has documented and practiced 
the most likely actions to take should it find itself in this type of situation. 

● Disaster Definition - A disaster will be declared and the Plan will be activated if any of the 
following events occur: 

● Loss of product platforms at the production data center that is expected to last 24 or more 
hours. 

● Loss of network connectivity to the production data center that impacts tproducts and is 
expected to last 24 or more hours 

● Complete loss of the production data center that is expected to last 24 or more hours. 
 

● Disaster Recovery Strategy - Pearson created an in-house, warm-standby DR solution 
using in-house physical and virtual servers and in-house storage using SAN-to-SAN log- 
shipping and NAS-to-NAS replication for the data. The DR environment is immediately 
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available for warm failover to production when needed and supports full system recovery 
within 24 hours of the onset of a disaster with no more than 1 hour of aggregate data loss. 
Pearson Higher Ed incorporates many security policies, processes and technologies to keep 
customer data safe. However, these defenses can be negated if each user doesn’t understand 
the critical role his or her behavior plays in safeguarding this   data. 

 
19. Insurance 
Pearson maintains a Professional Liability policy which is an Information and Network 
Technology Blended policy. The policy provides coverage for Errors & Omissions, Media 
Liability and contains elements of cyber liability risks such as privacy data breaches and 
privacy remediation expenses. 

 
20. Regulatory, Industry and Policy Compliance 
Pearson platforms are subjected to regular internal and external scans, audits and 
assessments to maintain and improve security posture. 

 
● Internal Audit and Assessment - Pearson technology infrastructure and digital products 

are subject to risk based audits by the Pearson Global Internal Audit (PGIA) group and by 
the Information Security Compliance group. The PGIA group is an independent function 
from Technology that reports to Pearson's Audit committee and Board. PGIA assess 
whether security controls are designed adequately and operating effectively to mitigate 
risks and ensure adherence to technology policies, global standards and regulations. The 
Information Security Compliance Groups are responsible for ongoing risk assessments and 
analysis that spans the global scale of Pearson technology. 

 
● EU General Data Protection Regulation (GDPR) - Pearson's Information Security Strategy is 

built upon industry recognized frameworks including ISO27001. Our security controls and risk 
management program and processes allow Pearson to comply with Article 32 of the GDPR. 

 
● PCI Compliance - Pearson employs technological and procedural safeguards to maintain 

the security of credit card data from unauthorized disclosure.  In doing so, Pearson 
maintains a robust information-security and risk management program that includes a PCI- 
DSS Security Policy. 
Regular security vulnerability scans are performed in accordance with the requirements of 
the most current PCI-DSS standard. 
 
 
 
 
 
 
If you have additional questions about Pearson’s Information Security Program, please 
contact your Pearson associate.   


