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Chapter Outline

1-1 Introduction

1-2 Network Topologies
1-3 The OSI Model

1-4 The Ethernet LAN
1-5 Home Networking

Objectives

Explain the various LAN topologies

Define the function of a networking protocol
Describe CSMA/CD for the Ethernet protocol
Describe the structure of the Ethernet frame

Define the function of the network interface

1-6 Assembling an Office LAN

1-7 Testing and Troubleshooting a LAN
Summary

Questions and Problems

Discuss how to determine the MAC address
for a computer

Discuss the fundamentals of IP addressing

Discuss the issues of configuring a home
network

card

LAN

Describe the purpose of the MAC address on

a networking device

Key Terms

local area network (LAN)
protocol

network layer
transport layer

topology session layer
Token Ring topology presentation layer
token passing application layer
IEEE CSMA/CD
deterministic frame
Token Ring hub network interface card
bus topology (NIC)
star topology MAC address
hub organizationally unique
multiport repeater identifier (OUI')
Brvenitend) Ethernet, physical, hard-
. ware, or adapter address
switch . P
S ipconfig /a
IANA
mesh topology £
0SI a rl«:ss )
OSI model network number
. host number
physical layer . .
data link layer ost address

ISP

Discuss the issue of assembling an office

private addresses
intranet

IP internetwork

TCP/IP

wired network

wireless network

Wi-Fi

wireless router

range extender

hotspot

service set identifier (SSID)
firewall protection
stateful packet inspection
(SPI)

virtual private network
(VPN)

network address
translation (NAT)
overloading

port address translation
(PAT)
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Key Terms continued

port forwarding (port
mapping)

CATG (category 6)
RJ-45

Mbps

numerics

ports

crossover
straight-through
uplink port

link light

link integrity test

link pulses
ping
ICMP
ipconfig
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1-1 INTRODUCTION

Each day, computer users use their computers for browsing the Internet, send-
ing and retrieving email, scheduling meetings, sharing files, preparing reports,
exchanging images, downloading music, and maybe checking the current price
of an auction item on the Internet. All this requires computers to access mul-
tiple networks and share their resources. The multiple networks required to
accomplish this are the local area network (LAN), the enterprise network, the
campus area network (CAN), the metropolitan area network (MAN), Metro Ether-
net, the personal area network (PAN), and the wide area network (WAN).

This text introduces the essentials for implementing modern computer networks.
Each chapter steps you through the various modern networking technologies.
The accompanying textbook web-link comes with the Net-Challenge simulator
software developed specifically for this text. This software provides the reader
with invaluable insight into the inner workings of computer networking and
with the experience of configuring the router and switch for use in computer

Qetworks. J

The ease of connecting to the Internet and the dramatic decrease in computer
systems’ cost has led to an explosion in their usage. Organizations such as cor-
porations, colleges, and government agencies have acquired large numbers of
single-user computer systems. These systems might be dedicated to word process-
ing, scientific computation, or process control, or they might be general-purpose
computers that perform many tasks. Interconnection of these locally distributed
computer networks allows users to exchange information (data) with other network
members. It also allows resource sharing of expensive equipment such as file serv-
ers and high-quality graphics printers or access to more powerful computers for
tasks too complicated for the local computer to process. The network commonly
used to accomplish this interconnection is called a local area network (LAN), which
is a network of users that share computer resources in a limited area.

Table 1-1 outlines the CompTIA Network+ objectives and identifies the chapter
section that covers each objective. At the end of each chapter section you will find a
review with comments on the Network+ objectives presented in that section. These
comments are provided to help reinforce your understanding of each Network+
objective. The chapter review also includes “Test Your Knowledge” questions to

aid in your understanding of key concepts before you advance to the next section of
the chapter. The end of the chapter includes a complete set of questions as well as
sample certification exam-type questions.

Local Area Network
(LAN)

Network of users that
share computer resources
in a limited area

1-1: INTRODUCTION



1-2 NETWORK TOPOLOGIES

Local area networks are defined in terms of the protocol and the topology used for
accessing the network. The networking protocol is the set of rules established for
users to exchange information. The topology is the network architecture used to
interconnect the networking equipment. The most common architectures for LANs
are the ring, bus, and star, as illustrated in Figure 1-1.

Figure 1-2 shows an example of a LAN configured using the Token Ring topology.
In this topology, a “token” (shown as a T) is placed in the data channel and circu-
lates around the ring, hence the name Token Ring. If a user wants to transmit, the
computer waits until it has control of the token. This technique is called token pass-
ing and is based on the IEEE 802.5 Token-Ring Network standard. A Token Ring
network is a deterministic network, meaning each station connected to the network
is ensured access for transmission of its messages at regular or fixed time intervals.

Y,

(a) Star network

Co6odo

(c) Bus network

(b) Ring network

FIGURE 1-1 Network topologies. (From Modern Electronic Communication 9/e, by G.
M. Miller & J. S. Beasley, 2008 Copyright © 2008 Pearson Education, Inc. Reprinted by
permission of Pearson Education, Inc., Upper Saddle River, NJ.)

One disadvantage of the Token Ring system is that if an error changes the token
pattern, it can cause the token to stop circulating. In addition, ring networks rely on
each system to relay the data to the next user. A failed station can cause data traffic
to cease. Another disadvantage of the Token Ring network is from a troubleshoot-
ing and maintenance point of view. The Token Ring path must be temporarily bro-
ken (path interrupted) if a computer or any device connected to the network is to be
removed or added to the network. This results in downtime for the network. A fix to

Protocol

Set of rules established
for users to exchange
information

Topology
Architecture of a network

Token Ring Topology
A network topology
configured in a logical
ring that complements
the token passing
protocol

Token Passing

A technique in which an
electrical token circulates
around a network, and
control of the token
enables the user to gain
access to the network

IEEE

Institute of Electrical
and Electronics
Engineers, one of the
major standards-setting
bodies for technological
development

Deterministic

A type of network in
which access to the
network is provided at
fixed time intervals
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Token Ring Hub

A hub that manages the
passing of the token in a
Token Ring network

Bus Topology

A system in which the
computers share the
media (coaxial cable) for
data transmission

this is to attach all the computers to a central Token Ring hub. Such a device man-
ages the passing of the token rather than relying on individual computers to pass it,
which improves the reliability of the network. It is important to note that the Token
Ring network has become a “legacy” now in computer networking. Ethernet tech-
nology has replaced it in almost all modern computer networks.

el E
Workstation

H

u

1
1
1
1
: Plotter
1

1

1

I\

|
|
|
|
|
|
I
|
M

Laser printer

——————— The passing of the token

FIGURE 1-2 The Token Ring network topology.

Figure 1-3 illustrates a bus topology. In a bus system, the computers share the me-
dia (coaxial cable) for data transmission. In this topology, a coaxial cable (called
ThinNet) is looped through each networking device to facilitate data transfer.

In a bus topology, alllLAN data traffic is carried over a common coaxial cable

link. Referring to Figure 1-3;if computer 1 is printing a large file, the line of com-
munications is between computer 1 and the printer. However, in a bus system, all
networking devices can'see computer 1’s data traffic to the printer, and the other
devices have to wait for pauses in transmission or until transmission is complete
before they can initiate their own transmissions. If more than one computer’s data is
placed on the network at the same time, the data is corrupted and has to be retrans-
mitted. This means that the use of a shared coaxial cable in a bus topology prevents

8 CHAPTER 1: INTRODUCTION TO COMPUTER NETWORKS



data transmission from being very bandwidth efficient. This is one reason, but not
the only reason, bus topologies are seldom used in modern computer networks.

Laptop computer

]
%0 Q%O _____ === ———=- Ethernet ——————-—-—
i

Laser printer

------ Traffic

FIGURE 1-3 The bus topology.

The star topology, shown in Figure 1-4, is the most common networking topology
in today’s LANs. Twisted-pair cables (see Chapter 2, “Physical Layer Cabling:
Twisted-Pair”) with modular plugs are used to connect the computers and other
networking devices. At the center of a star network is either a switch or a hub. This
connects the network devices and facilitates the transfer of data. For example, if
computer 1 wants to send data to the network laser printer, the hub or switch pro-
vides the network connection. If a hub is used, computer 1’s data is sent to the hub,
which then forwards it to the printer. However, a hub is a multiport repeater, mean-
ing the data it receives is broadcast and seen by all devices connected to its ports.
Therefore, the hub broadcasts computer 1’s data traffic to all networking devices in-
terconnected in the star network. The data traffic path for this is shown in the solid
black arrowed lines going to all networking devices in Figure 1-4. This is similar to
the bus topology in that all data traffic on the LAN is being seen by all computers.
The fact that the hub broadcasts all data traffic to the devices connected to its net-
work ports makes these devices of limited use in large networks.

To minimize unnecessary data traffic and isolate sections of the network, a switch
can be used at the center of a star network, as shown in Figure 1-4. Each network-
ing device, such as a computer, has a hardware or physical address: (This‘concept is
fully detailed in Section 1-4, “The Ethernet LAN.”) A switch stores the hardware or
physical address for each device connected to its ports. The storage of the address
enables the switch to directly connect two communicating devices without broad-
casting the data to all devices connected to its ports.

\

Star Topology

The most common
networking topology
in today’s LANs, where
all networking devices
connect to a central
switch or hub

Hub

Device that broadcasts
the data it receives to all
devices connected to its
ports

Multiport Repeater
Another name for a hub

Broadcast

Transmission of data
by a hub to all devices
connected to its ports

Switch

A device that forwards a
frame it receives directly
out the port associated
with its destination
address

Ports

The physical input/

output interfaces to
networking hardware
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Mesh Topology

A topology in which all
networking devices are
directly connected to
each other

6
y —

Laptop computer

3 l
. pa—=
Laser printer E
pri L iMac Pro

PC

- — — — 2 Hub traffic from computer 1 to the printer
==m===== Switch traffic from computer 1 to the printer
----------- » Switch traffic from computer 5 to computer 6

FIGURE 1-4 The star topology.

For example, if a switch is used instead of a hub, the data from computer 1 is trans-
mitted directly to the printer, and the other computers do not see the data traffic.
The traffic path for the switched network is shown in the dotted lines in Figure 1-4.
The use of a switched connection greatly improves the efficiency of the available
bandwidth. It also permits additional devices in the LAN to simultaneously com-
municate with each other without tying up network resources. For example, while
computer 1 is printing a large file,; computers 5 and 6 can communicate with each
other, as shown in the dashed line in Figure 1-4. For troubleshooting and mainte-
nance, individual computers can be removed without negatively affecting the net-
work in a star or extended star topology. Also, the upgrade from a hub to a switched
topology can be accomplished without requiring a change in the cable infrastruc-
ture and therefore requires minimal downtime and expense.

Another topology is the mesh topology, shown in Figure 1-5. In this topology, all
networking devices are directly connected to each other. This provides for full re-
dundancy-in the network data paths but at a cost. The additional data paths increase
the cabling costs and the networking hardware cost (for example, the expense of
multiple network ports for each device connected to the network). In addition, the

10 CHAPTER 1: INTRODUCTION TO COMPUTER NETWORKS



mesh design adds complexity. This topology can be suitable for high-reliability ap-
plications but can be too costly for general networking applications.

D
5 &

i,

— (Il

o

—n

FIGURE 1-5 The mesh topology.

Section 1-2 Review

This section covers the following Network+ exam objectives.

1.5 Compare and contrast the characteristics of network topologies, types,
and technologies

This section presents the star, ring, bus, and mesh network topologies. You
should be able to identify each topology and understand how data travels in
each network topology. You should also have a basic understanding of the differ-
ence between a topology and a protocol.

2.2 Given a scenario, determine the appropriate placement of networking
devices and install/configure them

This section introduces some basic networking hardware, such as the hub and
switch. Make sure you have a basic understanding of each device. You should
also have developed an understanding that data from a hub is replicated out all
ports. This means that the information is seen by all networking devices con-
nected to its ports.

Test Your Knowledge
1. What is the most common network topology today?

a. Star
b. Hub
c. Ring
d. Mesh

1-2: NETWORK TOPOLOGIES
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0SI

Open Systems
Interconnection
0SI Model

A seven-layer model
that describes network
functions

2. True or false: A hub is also called a multiport repeater.
a. True
b. False
3. The term deterministic means
a. access to the network is provided at random time intervals.
b. access to the network is provided using CSMA/CD.
c. access to the network is provided at fixed time intervals.
d. None of these answers is correct.

4. True or false: A protocol defines the network architecture used to intercon-
nect the networking equipment.

a. True

b. False

1-3 THE OSI MODEL

The Open Systems Interconnection (0SI) reference model was developed by the
International Organization for Standardization in 1984 to enable different types

of networks to be linked together. The model contains seven layers, as shown in
Figure 1-6. These layers describe networking functions from the physical network
interface to the software applications interfaces. The intent of the 0SI model is to
provide a framework for networking that ensures compatibility in the network hard-
ware and software and to accelerate the development of new networking technolo-
gies. A discussion of the OSI model follows, along with a summary of the seven
layers outlined in Table 1-2.

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data link

1. Physical

4

FIGURE 1-6 The seven layers of the OSI reference model.
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TABLE 1-2 Summary of the OSI Layers

Layer
7. Application

Function Examples

Support for applications HTTP, FTP, SMTP (email)

6. Presentation Protocol conversion, data translation ASCII, JPEG
5. Session Establishes, manages, and NFS, SQL
terminates sessions
4. Transport Ensures error-free packets TCP, UDP
3. Network Provides routing decisions IP, IPX
2. Data link Provides for the flow of data MAC addresses
1. Physical Signals and media NICs, twisted-pair cable, fiber

Briefly, the OSI model consists of the following layers:

1.

Physical layer: Provides the electrical and mechanical connection to the net-
work. Examples of technologies working in this layer are Electronic Industries
Alliance/Telecommunications Industry Association (EIA/TIA)-related technol-
ogies, UTP, fiber, and network interface cards (NICs).

Data link layer: Handles error recovery, flow control (synchronization), and
sequencing (which terminals are sending and which are receiving). It is consid-
ered the “media access control layer” and is where media access control (MAC)
addressing is defined. The Ethernet 802.3 standard is defined in this area, which
is why the MAC address is sometimes called the Ethernet address.

Network layer: Accepts outgoing messages and combines messages or seg-
ments into packets, adding a header that includes routing information. It acts as
the network controller. Examples of protocols working in this layer are Internet
Protocol (IP) and Internetwork Packet Exchange (IPX).

Transport layer: Is concerned with message integrity between source and des-
tination. It also segments/reassembles (the packets) and handles flow control.
Examples of protocols working in this layer are Transmission Control. Protocol
(TCP) and User Datagram Protocol (UDP).

Session layer: Provides the control functions necessary to establish, manage,
and terminate the connections as required to satisfy the userrequest. Examples
of technologies working in this layer are Network File System (NFS) and
Structured Query Language (SQL).

Presentation layer: Accepts and structures the messages for the application.
It translates the message from one code to another, if necessary. This layer is
responsible for data compression and encryption. Examples of technologies
working in this layer are American Standard Code for Information Interchange
(ASCII) and Joint Photographic Experts Group (JPEG).

Application layer: Interacts with application programs that incorporate a commu-
nication component such as your Internet browser and email. This layer is respon-
sible for logging the message in, interpreting the request, and determining what
information is needed to support the request. Examples are Hypertext Transfer

~
Physical Layer
Layer 1 of the OSI model,
which provides the
electrical and mechanical
connection to the
network

Data Link Layer

Layer 2 of the OSI model,
which handles error
recovery, flow control
(synchronization), and
sequencing

Network Layer

Layer 3 of the 0SI model,
which accepts outgoing
messages and combines
messages or segments
into packets, adding a
header that includes
routing information

Transport Layer

Layer 4 of the 0SI model,
which is concerned

with message integrity
between source and
destination

Session Layer

Layer 5 of the 0SI
model, which provides
the control functions
necessary to establish,
manage, and terminate
the connections

Presentation Layer

Layer 6 of the 0SI model,
which accepts and
structures the messages
for the application

Application Layer
Layer 7 of the 0SI model,
which interacts with
application programs
that incorporate

a communication
component such as your
Internet browser and

email
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Protocol (HTTP) for web browsing, File Transfer Protocol (FTP) for transferring
files, and Simple Mail Transfer Protocol (SMTP) for email transmission.

Note

Network administrators often describe networking problems by layer number. For example, a
physical link problem is described as a layer 1 problem; a router problem is a layer 3 issue;
and so on.

A network administrator needs to have a good understanding of all seven layers
of the OSI model. Knowledge of the layers can help to isolate network problems.
There are three basic steps in the process of isolating a network problem:

Step 1 Is the connection to the machine down? (layer 1)
Step 2 Is the network down? (layer 3)
Step 3 Is a service on a specific machine down? (layer 7)

A network administrator uses the OSI model to troubleshoot network problems by
verifying the functionality of each layer. In many cases, troubleshooting network
problems requires the network administrator to isolate at which layer the network
problem occurs.

For example, assume that a network is having problems accessing an email server
that uses SMTP—a layer 7 application. The first troubleshooting step for the net-
work administrator is to ping the IP address of the email server (layer 3 test). A
“ping” to an IP address can be used to quickly check whether there is a network
connection. (Note: The ping command is discussed in detail in Section 1-7, “Test-
ing and Troubleshooting a LAN.”) A “reply from” response for the ping indicates
that the connection to the server is up. A “request timed out” response indicates that
the network connection is down. This could be due to a cabling problem (layer 1)
or a problem with a switch (layer 2) or a router (layer 3), or the email server could
be completely down (layer 7). In the case of “request timed out,” the network ad-
ministrator has to go directly to the telecommunications closet or the machine to
troubleshoot the problem. In this case, the administrator should first check for layer
1 (physical layer) problems. Many times this just requires verifying that a network
cable is connected. Cables do get knocked loose or break.

Section 1-3 Review

This section covers the following Network+ exam objectives.

1.2 Explain devices, applications, protocols and services at their appropri-
ate OSI layers

A network administrator needs to have a good understanding of all seven layers of
the OSI model. Knowledge of the layers can help in isolating a network problem.
Remember that there are three basic steps in the process of isolating a network
problem:

1. Is the connection to the machine down? (layer 1)
2. 'Is'themnetwork down? (layer 3)

3. Is a service on a specific machine down? (layer 7)

14
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5.1 Explain the network troubleshooting methodology

A network administrator uses the OSI model to troubleshoot network problems
by verifying the functionality of each layer. In many cases, troubleshooting net-
work problems requires a network administrator to isolate at which layer the
network problem occurs.

5.2 Given a scenario, use the appropriate tool

This section presents the ping command, which is a very useful tool for trouble-
shooting computer networks.

Test Your Knowledge
1. TCP functions at which layer of the OSI model?

a.
b.
€
d.

c.

Layer 4
Layer 2
Layer 3
Layer 5
Layer 7

2. HTTP functions at which layer of the OSI model?

a.
b.
€
d.

c.

Layer 6
Layer 5
Layer 4
Layer 7

All of these answers are correct.

3. IPis an example of a protocol that operates in which layer of the OSI model?

a.
b.
€
d.

c.

Layer 7
Layer 6
Layer 5
Layer 2

None of these answers is correct.

4. The NIC operates at which layer of the OSI model?

a.
b.

C.

Layer 1
Layer 3
Layer 5
Layer 7

All of these answers are correct.

1-3: THE OSI MODEL
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CSMA/CD

Carrier sense multiple
access with collision
detection, the Ethernet
LAN media access method

Frame

A format that provides
grouping of information
for transmission

5. True or false: The network address is another name for a layer 4 address.
a. True

b. False

1-4 THE ETHERNET LAN

The networking protocol used in most modern computer networks is Ethernet, a
carrier sense multiple access with collision detection (CSMA/CD) protocol for local
area networks. It originated in 1972, and the full specification for the protocol was
provided in 1980 via a joint effort among Xerox, Digital Equipment Corporation,
and Intel. Basically, for a computer to “talk” on the Ethernet network, it first “lis-
tens” to see whether there is any data traffic (carrier sense). This means that any
computer connected to the LAN can be “listening” for data traffic, and any of the
computers on the LAN can access the network (multiple access). There is a chance
that two or more computers may attempt to broadcast a message at the same time;
therefore, Ethernet systems must have the capability to detect data collisions (colli-
sion detection).

The information in an Ethernet network is exchanged in a frame format. The frame
provides grouping of the information for transmission that includes the header,
data, and trailer. The header consists of the preamble, start frame delimiter, destina-
tion and source addresses, and length/type field. Next is the actual data being trans-
mitted, followed by the padding used to bring the total number of bytes up to the
minimum of 46 if the data field is less than 46 bytes. The last part of the frame is a
4-byte cyclic redundancy check (CRC) value used for error checking. The structure
of the Ethernet packet frame is shown in Figure 1-7 and described in Table 1-3.

Start Destination Source Lenath Frame
Preamble frame MAC MAC i eg Data Pad check
delimiter | address address VP sequence

FIGURE 1-7 The data structure for the Ethernet frame. (From Modern Electronic
Communication 9/e, by G. M. Miller & J. S. Beasley, 2008. Copyright © 2008 Pearson
Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper Saddle
River, NJ.)
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TABLE 1-3 Components of the Ethernet Packet Frame (IEEE 802.3 Standard)

Preamble An alternating pattern of 1s and Os used for synchronization.
Start frame A binary 8-bit sequence of 1010 1 0 1 1 that indicates the
delimiter start of the frame.

Destination MAC  The unique media access control address associated with each
address and source computer’s Ethernet network interface card (NIC) or network
adapter.

The associated MAC address, which is 6 bytes (12 hex
characters) in length.

MAC address

Length/type An indication of the number of bytes in the data field if this
value is less than 1500. (If this number is greater than 1500,
it indicates the type of data format—for example, IP and IPX.)

Data The variable length of data being transferred from the source
to the destination.

Pad A field used to bring the total number of bytes up to the

minimum of 64 if the data field is less than 64 bytes.

Frame check
sequence

A 4-byte CRC value used for error detection. The CRC is
performed on the bits from the destination MAC address through
the Pad fields. If an error is detected, the frame is discarded.

The minimum length of the Ethernet frame is 64 bytes from the destination MAC address
through the frame check sequence. The maximum Ethernet frame length set by the IEEE
802.3 standard is 1518 bytes: 6 bytes for the destination MAC address, 6 bytes for the
source MAC address, 2 bytes for length/type, and 1500 bytes for the data. Ethernet jumbo
frames now allow for 9000-byte payload frames with a payload size of 8960 bytes of data.

Source: Adapted from Modern Electronic Communication 9/e, by G. M. Miller & J. S. Beasley,
2008. Copyright © 2008 Pearson Education, Inc. Adapted by permission of Pearson Educa-
tion, Inc., Upper Saddle River, NJ.

How are the destination and source addresses for the data determined within a
LAN? Each networked device, such as a computer or a network printer, has an elec-
tronic hardware interface to the LAN called a network interface card (NIC) or an
integrated network port. Sometimes more than one NIC is installed on a computer.
The NICs are sometimes combined in what is called NIC teaming. The objective of
teaming is to provide load balancing and fault tolerance (traffic failover). The idea
of traffic failover is to keep the computer connected even if there is a failure of the
NIC.

The NIC contains a unique network address called the MAC address. MAC stands
for media access control. The MAC address is 6 bytes, or 48 bits, in length. The
address is displayed in 12 hexadecimal digits. The first 6 digits are used to indicate
the vendor of the network interface, also called the organizationally unique identi-
fier (OUI), and the last 6 numbers form-a unique value for each NIC assigned by
the vendor. IEEE is the worldwide source of registered OUIs.

network hardware
.

Network Interface
Card (NIC)

The electronic hardware
used to interface a
computer to a network

MAC Address

A unique 6-byte address
assigned by the vendor of
a network interface card

Organizationally
Unique Identifier
(our)

The first 3 bytes

of the MAC address
that identifies the
manufacturer of the
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Ethernet, Physical,
Hardware, or Adapter
Address

Other names for the MAC
address

ipconfig /all

A command that

enables the MAC

address information to

be displayed from the
L command prompt

The MAC address, also called the Ethernet, physical, hardware, or adapter address,
can be obtained from computers operating under Microsoft Windows by typing the
ipconfig /all command while in the command mode or at the MS-DOS prompt.
The following is an example of obtaining the MAC address for a computer operat-
ing under Windows 7 and Windows 10.

In Windows 7, you can enter emd at the search field of the Start menu or find it by
selecting Start > Programs > Accessories > cmd. In Windows 10, you can search
for command prompt or cmd in the search field of the Start menu, as shown in
Figure 1-8, or find it under Start > Windows System.

0 O Filters ~/

Best match

== Command Prompt
¢

Desktop app
Search suggestions

L cmd - See web results

£ cde

FIGURE 1-8 The command prompt in Windows 10.

At the command prompt, enter the ipconfig /all command, as shown in Figure 1-9.
The /all switch on the command enables the MAC address information to be dis-
played—for this example, the information for computer 1. Note in this example that
the Host Name for the computer is COMPUTER-1. This information is typically
established when the computer’s operating system is installed, but it can be changed
as needed. The MAC address is listed under Ethernet adapter Local Area Con-
nection, as shown in Figure 1-9. The Media State—Media disconnected text
indicates that no active Ethernet device, such as a hub or switch, is connected to the
computer. Description lists the manufacturer and model of the network interface,
and the Physical Address of 00-10-A4-13-99-2E is the actual MAC address for the
computer.

18 CHAPTER 1: INTRODUCTION TO COMPUTER NETWORKS



e C:AWINDOWS\System32icmd. exe

C:n>ipconfig sall

Windows IP Configuration

LHERSS

Host Name . . . . . . . . . . . . : GCOMPUTER-1
Primary Dns Suffix . . . . . . . ¢
Hode Type . . . . . . . . . . . . : Broadcast
IP Routing Enabled. . . . . . . . : HNo
WINS Proxy Enabhled. . . . . . . . : HNo
Ethernet adapter Local fArea Connection:
Media State . . . . . . . . . . . & Media disconnected
Description . . . . . . . . . . . i Intel(R> PRO/188+ MiniPCI
Physical Address. . . . . . . . . : B8-18-A4-13-99-2E

FIGURE 1-9 A typical text screen result when entering the ipconfig /all command in the

command window.

Table 1-4 lists how the MAC address can be obtained for various computer operat-

ing systems.

TABLE 1-4 Commands for Obtaining the MAC Address for Various Operating

Systems

Operating System Command Sequence Comments

Windows 98 Click Start > Run, type winipcfg, and  The adapter address
press Enter. is the MAC address.
Windows NT Click Start > Run and type winipcfg. At The physical address

the command prompt, type ipconfig /
all and press Enter.

is the MAC address.

Windows 2000 Click Start > Run and type cmd. At the
command prompt, type ipconfig /all

and then press Enter.

The physical address
is the MAC address.

In Windows XP and Vista, enter the
command window by selecting Start
and then Run. At the command prompt,

Windows Vista/XP

type ipconfig /all and then press Enter.

The physical address
is the MAC address.

Windows 7, 8, 10  In Windows 7, 8, 10 the text cmd can
be entered at the search field of the

Start menu. In the command prompt,

type ipconfig/all, and then press Enter.

The physical address
is the MAC address.

Linux At the command prompt, type ifconfig.

The HWaddr line
contains the MAC
address.

1-4: THE ETHERNET LAN
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